[xxxx:10:14:40 ]S telnet smtp.servername 25

Trying 130.253.191.12...

Connected to mail.servername.

Escape character is "*]'".

220 CS ESMTP Mailer v.23-08 AR

helo servername

250 xxx Hello xxxx [xxx.xXX.XxX.xxx], pleased to meet you

mail from: <rogue@roguenat.com>
553 5.1.8 <rogue@roguenat.com>... Domain of sender address rogue@roguenat.com
does not exist

mail from: <user@ someValidDomainName >
250 2.1.0 <user@someValidDomainName>... Sender ok

rept to: <victim@someQOtherValidDomainName>

250 2.1.5 <victim@someOtherValidDomainName>... Recipient ok
data

354 Enter mail, end with "." on a line by itself

date: 25/2/2004

time: 10:10:05 (GMT+360)

From: Mr Fake <rogue@roguent.com>

To: Victim < victim@someOtherValidDomainName >
Subject: Demonstration of SMTP weakness

This email shows how easy it is fake the from address.

250 2.0.0 n2PGEsGV020771 Message accepted for delivery
quit

221 2.0.0 xxx closing connection

Connection to mail.servername closed by foreign host.
[xxxx:10:20:29]$%



